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Abstract
From elections, to wars, to people’s personal lives, deepfakes have
become ever more present, blurring the distinction between reality
and fiction. Many deep learning-based deepfake detection meth-
ods lack generalizability. They often overfit to deepfake generation
techniques in their training distribution, and fail to detect deep-
fake generation techniques outside of their training distribution.
One approach to solve the generalization problem has been to use
vision-language models, such as the pretrained CLIP model, to ex-
tract features that generalize across different deepfake generation
techniques, including diffusion and GAN images. However, most
CLIP approaches only consider image-level features for detection,
such as artifacts from blending or generative models, rather than
video-level features such as flicking or temporal inconsistencies.
The importance of capturing both spatial and temporal informa-
tion is demonstrated by two state-of-the-art detection methods:
AltFreezing, which uses a 3D CNN and an alternating weight freez-
ing strategy to train both spatial and temporal weights; and TALL,
which uses a Swin-Transformer and a 2D thumbnail layout to cap-
ture spatial information within frames and temporal information
across consecutive frames. To compete with the state-of-the-art
in video deepfake detection, we propose three deepfake detection
methods that integrate temporal information with the spatial in-
formation that CLIP is already able to capture. The first combines
CLIP with a transformer trained from scratch. The second combines
CLIP with TimeSformer, a transformer-based architecture built for
video understanding. The third uses X-CLIP, a variant of CLIP for
video understanding, with its multiframe integration transformer.
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1 Introduction
Deepfakes have a pervasive impact on all aspects of our lives. The
impact of deepfakes can range from the global to personal scale.
In times of war, bad actors can use deepfakes to manipulate pub-
lic perceptions. A 2022 NPR report [1] discusses a deepfake video
in which Zelensky orders his troops to surrender during the cur-
rently ongoing conflict between Ukraine and Russia. Bad actors
can similarly use deepfakes for political disinformation. In 2024,
Reuters [23] reported robocalls going around in New Hampshire,
where deepfaked audio of Biden urged people not to vote in the
Democratic primary. Deepfakes can even damage personal lives.
ABC News [20] reported in January 2025 that a high school senior
in Sydney created fake social media profiles of his classmates, and
then posted deepfake porn of said classmates. Meanwhile, deepfake
technology is constantly improving. In December 2024, OpenAI [17]
released their text-to-video platform, Sora, allowing users to cre-
ate realistic synthetic videos, and remix, blend, or extend different
video clips. In May 2025, Google DeepMind [9] released their own
text-to-video platform, Veo 3, allowing users to generate videos
with audio. With the rise of such generation tools available for any-
one to use, companies have also delved into the realm of detection
to deter bad actors. In 2022, VentureBeat [8] discussed Intel’s Fake-
Catcher, which achieves 96% accuracy by focusing on the blood flow
of deepfake faces, but is not accessible to the public. Most recently,
in conjunction with the release of Veo 3, Google DeepMind [10]
announced SynthID, which embeds detectable watermarks into AI
generated content, from image, audio, text, to even video, in order
to prevent misinformation. However, until the mass adoption of
watermarking in all generation tools, it seems that the more useful
approach is to train deep learning models to do the detection. Due
to these challenges with company-proposed solutions, open-source
deepfake detection models appear to be a better alternative for
public use. However, they vary in quality and face a common issue
of poor generalizability. They will overfit to deepfake generation
techniques in their training distribution, and fail to detect deepfake
generation techniques outside of their training distribution.

One approach to solve the generalization problem has been to
use vision-language models, such as the pretrained CLIP model, to
extract features that generalize across different deepfake genera-
tion techniques. Most CLIP approaches only consider image-level
features for detection, such as artifacts from blending or gener-
ative models, rather than video-level features such as flicking or
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temporal inconsistencies. The importance of capturing both spatial
and temporal information is demonstrated by two state-of-the-art
detection methods: AltFreezing [24], which uses a 3D CNN and
an alternating weight freezing strategy to train both spatial and
temporal weights; and TALL [25], which uses a Swin-Transformer
and a 2D thumbnail layout to capture spatial information within
frames and temporal information across consecutive frames.

To address the poor generalizability of deepfake detection meth-
ods, and allow the public to better defend against misinformation
at the geopolitical, national, and personal level, it is imperative that
we investigate methods that combine the advantages of foundation
vision-language models and spatiotemporal methods. We propose
three methods that integrate temporal information with the spatial
information that CLIP is already able to capture: (1) CLIP with a
transformer trained from scratch, (2) CLIP with TimeSformer [2],
and (3) X-CLIP [15], a variant of CLIP with video understanding
capabilities, with its multiframe integration transformer.

2 Related Works
2.1 Spatiotemporal Methods
Wang et al. [24] identify a trend in the literature that most deepfake
detection methods work only on the image-level. In other words,
they focus on spatial artifacts, such as those related to blending or
generative models. These methods are unable to detect deepfakes
at the video-level, that is, they are unable to detect temporal arti-
facts, such as incoherence or flicking. While temporal methods can
capture deepfakes that have been generated frame by frame, they
fail to capture deepfakes that have been generated coherently at
the video-level. These coherent deepfakes, however, have spatial
artifact weaknesses.

In order to develop a more generalizable deepfake detection
method that captures both types of artifacts, a common approach is
to use a spatiotemporal model, such as a 3D CNN. However, Wang
et al. argue that such a model tends to overly rely on spatial artifacts
because they are easier to learn, and so it fails to learn temporal
artifacts. Hence, the authors introduce their AltFreezing training
strategy, which divides the weights in a spatiotemporal model such
as a 3D CNN into spatial and temporal weights. During training,
the spatial weights are frozen for a certain number of iterations, in
order to let the model focus on learning temporal features. Then,
the temporal weights are frozen for a certain number of iterations,
in order to let the model learn spatial features. The authors tune the
ratio of freezing iterations between spatial and temporal weights,
finding the most effective ratio to be 20:1, where spatial weights are
frozen significantly more, to prevent their overreliance. Inspired
by their findings, we choose to pursue separate components for
spatial and temporal weights in our own methods, to ensure that
our methods do not overly rely on spatial features. To prevent
overreliance on spatial features, we place the temporal component
after the spatial component, theorizing that later layers have a
stronger gradient signal due to a shorter backpropagation path.

Given the better capabilities of vision transformers, Xu et al. [25]
opt to use a vision transformer instead of a 3D CNN for spatiotempo-
ral modeling. They introduce a thumbnail layout (TALL), dividing
each video into eight segments, sampling four consecutive frames
at random from each segment, then resizing and rearranging these

four frames as subimages in a 2 x 2 thumbnail with the same size
as the original frames. Despite the loss of spatial information, the
authors argue that this arrangement helps make their training more
efficient in terms of computation and memory. They combine this
strategy with an existing Swin-Transformer-based deepfake detec-
tion method to create TALL-Swin, which uses a shifted window
that computes self-attention within subimages in the thumbnail, as
well as across multiple subimages in the thumbnail. Hence, their
method is able to capture local, intraframe dependencies, as well
as global, interframe dependencies. They find that for deepfake
detection, video-level methods that capture temporal information
perform better than methods that focus on only image-level infor-
mation. Given the effectiveness of TALL and video-level detection,
we decide it would be worthwhile to look into CLIP as an alter-
native vision transformer, and to explore different strategies for a
video-level detection method using CLIP.

2.2 CLIP-Based Approaches
Liu et al. [14] call attention to the recent surge of detection ap-
proaches that apply vision-language models as feature extractors,
namely, CLIP, a pretrained model that consists of two encoders to
enable multimodal capabilities: a vision transformer which gener-
ates image embeddings from the input, and a separate transformer
which generates textual embeddings from the input.

Ojha et al. [16] point out a key weakness of the existing fake
image detection paradigm of training a deep learning neural net-
work for binary classification between real and fake images. They
explain that existing networks learn a decision boundary based
on the fingerprints of the specific generative model seen during
training, as it is easier to learn compared to the features that make
up a real image. Therefore, the detector will classify fake images
from another generative family as real, since they will not contain
similar fingerprints previously seen during training. The authors
propose a solution of using a feature space not learned for the
purpose of deepfake detection. Specifically, they propose using the
CLIP ViT-L/14 feature space, keeping the CLIP model as a frozen
backbone, and using nearest neighbor and linear probing meth-
ods. For the nearest neighbor method, the authors create a feature
space from fake and real images, then classify test images based on
their cosine distance to fake or real images. For the linear probing
method, the authors train a single linear layer appended to the CLIP
backbone for binary classification on labeled fake and real images.
The authors find that both approaches achieve better generalization
compared to existing deep learning methods, such that when only
exposed to real and GAN images beforehand, their methods are able
to better detect diffusion images at test time. They argue the essen-
tial component of the CLIP image encoder that makes their method
successful is that rather than trained on a small dataset, the encoder
is trained at the Internet scale. From their results, they conclude that
their linear probing strategy achieves similar performance to their
nearest neighbor approach, while remaining more computationally
and memory efficient. It is due to the advantages of their method
that we append a linear layer stack for binary classification in each
of our proposed approaches. They also report that training CLIP
for binary classification leads to the same poor generalization as
in existing methods, however, when experimenting with our own
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methods, we find that fine-tuning some of CLIP’s layers boosts
performance.

According to Cozzolino et al. [5], traditional CLIP-based deepfake
detection methods assume that a large training dataset in the same
image domain as the deepfakes is required for good results. The
authors present a technique where CLIP only needs a few images
in order to achieve generalizable and robust deepfake detection. Us-
ing CLIP to extract feature embeddings from real and fake images,
and training an SVM classifier to differentiate between them, the
authors demonstrate that with only ten fake and ten real images in
the training set, their classifier achieves high performance on GAN
and diffusion images. They furthermore show high generalizability
across data domains: the CLIP-based classifier achieves stable and
high AUC when trained on data generated using latent diffusion,
and evaluated on various GAN, diffusion, and commercial image
generators. Even when the images in the training set are noisy, the
CLIP-based method maintains high AUC. This connects to another
reason we choose to pursue CLIP-based approaches, which is that
we are unable to reproduce several results reported in the literature
for our baselines, despite trying datasets preprocessed by other
authors, as well as by ourselves. However, we are able to achieve
our best baseline results using CLIP, possibly due to its high adapt-
ability to different data. The CLIP-based method by Cozzolino et
al. achieves the highest average AUCs of 88.5% with only 20,000
images and 89.4% when also training on preprocessed images. The
authors discover that it is more difficult for deepfake attackers to
circumvent the CLIP-based method, because CLIP seems to be ex-
tracting higher level features that are independent from the forgery
traces that many baseline detection models rely on. Thus, another
reason we use CLIP is because of its practical benefit in the real
world to be able to withstand attacks that hide or tamper forgery
traces.

The previous studies use CLIP to detect fake images, but not fake
videos, and specifically, deepfake videos that impersonate people’s
faces. A recent study in March 2025 from Han et al. [11] explores
this use case. They find that when using a completely fine-tuned
CLIP model for deepfake detection, the model tends to focus on
general facial regions that do not provide useful information for
detection, limiting the method’s generalizability. In their work,
they freeze the CLIP ViT-L/14 image encoder. When passing in the
frames of a deepfake video, each layer of CLIP extracts attention at-
tributes for key, query, and value, as well as patch embeddings, and
sends them to a decoder the authors propose, consisting of a spa-
tial module and a temporal module. The spatial module computes
cross attention, using its weights as queries, the attention attributes
as keys, and the patch embeddings as values, producing a layer-
wise spatial embedding. A facial component guidance loss helps
align the spatial weights to attention attributes for the nose, eyes,
skin, and lips, which are key regions for deepfake detection, rather
than generic regions. Separately, the temporal module computes
self-attention across time for the attention attributes of the same
patch location in different frames, then applies a series of convo-
lution and reshaping operations to combine temporal information
across patches and representations and integrate spatial context, to
produce a layerwise temporal embedding. Finally, the spatial and
temporal embeddings are aggregated across all layers, and sent to
three linear heads: a temporal head uses the temporal embeddings,

a spatial head uses the spatial embeddings, and the spatial-temporal
head uses the concatenated temporal and spatial embeddings. The
average prediction across the heads is the final prediction. While
the authors freeze CLIP, training their decoder modules and linear
heads, we investigate CLIP as the primary learner for the spatial
features of deepfakes, directly fine-tuning CLIP’s encoder layers.
Rather than have layerwise modules, we place our entire temporal
component after the CLIP encoder model, so that the temporal
component learns separately from the spatial dimension. This is
followed by linear layers that predict only on spatiotemporal fea-
tures. In an ablation study, the authors find that their spatial module
provides the greatest boost in video AUC of 5.3%, followed by their
temporal module of 3.3%.While they find their largest improvement
from spatial learning, we choose to focus on investigating temporal
innovations that boost detection performance, and let CLIP handle
the spatial dimension.

3 Methods
We propose three spatiotemporal methods using vision-language
models: CLIP with transformer, CLIP with TimeSformer, and X-
CLIP with multiframe integration transformer. Each of these meth-
ods uses the power of vision-language models to extract highly
generalizable image features for deepfake detection, and also lever-
ages a temporal component to capture deepfake artifacts that appear
across multiple frames. Our CLIP with transformer method consists
of a CLIP vision model that captures the spatial features of each
video frame, and a stack of transformer encoders to temporally
pool the spatial information. Our CLIP with TimeSformer method
consists of a CLIP vision model that captures the spatial features
of each video frame, and a TimeSformer encoder that uses divided
space-time attention to pool CLIP’s extracted features. Our X-CLIP
with multiframe integration transformer method consists of an
X-CLIP vision model that extracts features from each video frame
and computes self-attention across the different frames, and a mul-
tiframe integration transformer that averages information across
the frames. We now cover each individual method in more detail.

3.1 CLIP with Transformer

CLIP Vision 

Model

Transformer 

Encoder

Linear Layer 

Stack

Probability 

Fake

Figure 1: CLIP with transformer architecture.

The first method we propose is a combination of CLIP with a
transformer encoder, seen in Figure 1. Our input features are of
shape (batch size, clip size, channels, height, width). Clip size is
also known as the number of frames in each video clip. We iterate
through each of the frames, sending it to our backbone, which is the
vision model in CLIP ViT-L/14. When instantiating our backbone,
we freeze all parameters, and then unfreeze only the last 8 encoder
layers in the vision model, hence, for this method we only fine-tune
these last 8 layers. So, we apply our vision backbone to each frame,
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just taking the pooler output, which is the CLS token that summa-
rizes the spatial information extracted from each frame [19]. We
stack these results together getting a shape (batch size, clip size,
embedding dimensions). In this case, the embedding dimensions is
1024. We then apply a linear projection layer, to bring the embed-
ding size down from 1024 to 256, which helps extract higher-level
features and reduce redundancy. Then, in front of the stack of fea-
tures extracted from each frame, we prepend a learnable CLS token.
This token learns to summarize the information among the rest of
the frames during self-attention. We then add positional encoding
to keep track of the order of the frames, since self-attention by
itself loses sequence information. Finally, we pass this whole result
through 2 transformer-encoder layers. Each encoder layer has a
hidden size of 256, 8 heads, 2048 feed-forward dimension, 0.525
dropout, ReLU activation, 1e-5 LayerNorm eps, and apply Layer-
Norm before self-attention and feed-forward stages. From the final
result of these encoder layers, we take just the CLS token and feed
it to a linear layer with input size 256 and output size 128. We apply
batch normalization, ELU activation, and 0.2 dropout. We send the
result to another linear layer of input size 128 and output size 64.
We then apply batch norm and ELU activation, and 0.05 dropout.
We finally feed the result to a final linear layer for classification
with input size 64 and output size 2, applying softmax and taking
the probability that the video clip is a deepfake as our prediction.

3.2 CLIP with TimeSformer

CLIP Vision 

Model
TimeSformer 

Encoder

Linear Layer 

Stack

Probability 

Fake

Figure 2: CLIP with TimeSformer architecture.

Next, we investigate combining CLIP with TimeSformer, seen
in Figure 2. This method is inspired by Coccomini et al. [4], where
they replaced the patch embeddings of TimeSformer with a CNN
backbone, allowing them to connect the two models together for
deepfake detection. TimeSformer uses divided space-time atten-
tion [2]. Each TimeSformer encoder layer contains a phase where
it computes self-attention across the temporal dimension, followed
by a phase where it computes self-attention across the spatial di-
mension. Once again, our input feature shape is (batch size, clip
size, channels, height, width). We use the vision model of CLIP ViT-
L/14, unfreezing all parameters, and use TimeSformer pretrained
on Kinetics-600 [3], which is a YouTube video dataset consisting
of 600 action classes. We use gradient checkpointing to resolve
out-of-GPU-memory issues. For TimeSformer, we freeze all model
parameters, then unfreeze just the encoder layers, as well as the final
LayerNorm. We also save the CLS token, position embeddings, time
embeddings, position dropout, and time dropout from the patch
embedding layers. At the start of the forward pass, we reshape
our features to have shape (batch size x clip size, channels, height,
width). Then we feed these features to our CLIP backbone to extract
spatial features from each frame. For this method, we take the last
hidden state as our output, which has shape (batch size x clip size, 1
+ number of patch tokens, embedding dimension). The embedding

dimension as before is 1024. We remove the CLS token at the front
of the patch tokens. The issue now is that we have 16 x 16 = 256
patch tokens from our CLIP model (since our input images are 224
x 224, and a patch side length is 14, hence we have 224/14=16).
However, TimeSformer’s encoder layers are expecting 14 x 14 = 196
patch tokens (where each patch side length is 16, hence we have
224/16=14). Therefore, we reshape the output to be (batch size x clip
size, 16, 16, embedding dimension). Then, we permute the shape so
that it becomes (batch size x clip size, embedding dimension, 16, 16).
We apply 2d adaptive average pooling so that the output has new
shape (batch size x clip size, embedding dimensions, 14, 14), and we
flatten across the last two dimensions and permute so that we get a
final shape of (batch size x number of patch tokens x embedding
dimension), where the number of patch tokens is now 196. Now, we
use a linear layer to project the embedding dimension from 1024
to 768, to get an input shape that TimeSformer is expecting. This
process allows us to skip over the patch embedding step of TimeS-
former. Then, we repeat the steps as in the original TimeSformer
implementation. We first prepend the saved CLS to the front of
the patch tokens. Then, we add the saved positional encoding and
apply the saved positional dropout. We extract CLS out of the data
temporarily, resulting in a shape (batch size x clip size, number
of patch tokens, embedding dimension), which we permute and
reshape to become (batch size x number of patch tokens, clip size,
embedding dimension). We now add the saved time embeddings,
apply the saved time dropout, and reshape the output to be (batch
size, number of patch tokens x clip size, embedding dimension).
Then we prepend the CLS tokens to get a final shape of (batch size,
1 + number of patch tokens x clip size, embedding dimension). We
pass this through TimeSformer’s encoder layers, and take the last
hidden state, which we apply TimeSformer’s LayerNorm. Then we
extract the CLS token at the front of the middle dimension, and
pass it to a linear classification layer of input size 768 and output
size 2. As before, we apply softmax and take the probability that
the video clip is a deepfake as our prediction.

3.3 X-CLIP with Multiframe Integration
Transformer

X-CLIP 

Vision Model

Multif rame 

Integration 

Transformer

Linear Layer 

Stack

Probability 

Fake

Figure 3: X-CLIP with multiframe integration transformer
architecture.

Finally, we investigate using X-CLIP along with its multiframe
integration transformer for deepfake detection, seen in Figure 3. X-
CLIP [15] is an extension of the CLIP model that enables it to extract
features from videos in addition to images and text. The video com-
ponent of X-CLIP consists of patch embeddings to create patches
from each video frame, a cross-frame communication transformer
to enable frame tokens to communicate with each other across
time, and a multiframe integration transformer to average the in-
formation across the video frames. There is very limited research
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applying X-CLIP for deepfake detection, and prior to implementing
our proposed method, we did not find any deepfake detection re-
search that applies the multiframe integration transformer, as most
research only uses the vision model component consisting of the
patch embeddings, the vision encoder components from the origi-
nal CLIP model, and the cross-frame communication transformer.
However, afterwards, we found work by Pang et al. [18] where
they use X-CLIP’s full model, including the multiframe integration
transformer. Our contribution is that we evaluate on the standard
benchmarks and metrics in the deepfake detection literature, specif-
ically training and evaluating on a variety of GAN, autoencoder,
and graphics-based deepfake videos, using video-level AUC as our
performance metric. On the other hand, their paper takes a less
common approach of evaluating on only diffusion-generated im-
ages, and furthermore uses accuracy as their performance metric.
Finally, we essentially perform an ablation study in our work, as
one of our baselines uses X-CLIP without its multiframe integration
transformer, so we are able to provide more insight regarding its im-
pact on deepfake detection. As before, our input features are (batch
size, clip size, channels, height, width). We use the full model of
X-CLIP ViT-L/14 as our backbone, applying gradient checkpointing.
Similar to TimeSformer, X-CLIP is also pretrained on a YouTube
video dataset, this time on Kinetics-400 [12], which has 400 action
categories. We apply X-CLIP’s tokenizer with max length padding,
truncation, and tokenizer max length on an empty string, and from
the resulting tensor extract input ids and an attention mask. Then,
we pass our entire input features, along with the input ids and
attention mask, to the fully X-CLIP backbone. This enables us to
use the full X-CLIP backbone with the multiframe integration trans-
former, which is separate from the vision model component. We
then grab just the pooled video embeddings, which have shape
(batch size, embedding dimension), and apply LayerNorm. Then,
we feed the result to a linear classification layer with input size
768 and output size 2. Again, we apply softmax and take as our
prediction the probability that the video clip is a deepfake.

4 Experimental Design
4.1 Datasets
In accordance with the baseline papers, for our training dataset, we
exclusively use the c23 (high quality, lightly compressed) images
from FaceForensics++ (FF++) [21], which consists of 1.8 million
deepfake images generated from 1000 original YouTube videos us-
ing two learning-based methods (DeepFakes and NeuralTextures)
and two graphics-based methods (FaceSwap and Face2Face). Ac-
cording to the settings on DeepfakeBench [26], we validate on
Celeb-DF-v2 (CDF-v2) [13], which consists of 5639 deepfake
videos, generated from 590 original YouTube videos of celebrities
using a refined version of the DeepFakes method with less color
mismatches and temporal flickering, and increased image resolu-
tion and mask accuracy. For our testing datasets, besides FF++ and
CDF-v2, we evaluate our baselines and proposed solution on five
other datasets supported on DeepfakeBench. Celeb-DF-v1 (CDF-
v1) [13] is the first version of the Celeb-DF dataset that consists of
795 deepfake videos generated from 408 original YouTube videos
of celebrities. DeepfakeDetection (DFD) [21] consists of 3068
deepfake videos using different deepfake methods found online,

generated from 363 original videos shot in controlled-settings with
paid actors. FaceShifter [21] applies a two-stage deepfake gen-
eration technique on the same 1000 original YouTube videos in
FF++, where the first stage uses a GAN-based method to preserve
the lighting and resolution of the target image in the final, synthe-
sized image, and the second stage identifies facial occlusions such
as shadows, reflections, or glasses covering the face, to refine the
image. Deepfake Detection Challenge Preview (DFDCP) [7]
uses two unknown face swapping methods, method A and method
B, to generate 3865 and 144 videos, respectively, from 1052 original
videos shot in controlled settings.Deepfake Detection Challenge
(DFDC) [6], specifically, its public test set of 4704 videos, consists
of deepfakes generated from staged videos with paid actors, ap-
plying five different face swapping methods that vary in quality.
Most of its deepfakes are generated using Deepfake Autoencoder
(DFAE), also known as DeepFakes in other datasets; other methods
include MM/NN face swap, Neural Talking Heads (NTH), FSGAN,
and StyleGAN. Our setup enables us to measure both intra-dataset
and cross-dataset performance of the models.

4.2 Baseline Methods and Metrics
We investigate four baselines: AltFreezing, TALL, X-CLIP, and CLIP.
The former two are discussed in Section 2.1. The latter two use only
the model backbone (CLIP or X-CLIP) followed by a linear classifier.
See Appendix A.2 for more details.

Following the literature, we report video-level AUC. After the
model processes every frame in a video, giving a prediction for each
frame, we average the results to get an overall video-level prediction.
We repeat over the entire dataset split to get a video-level AUC.

5 Experimental Results and Discussion
Our results are shown in Table 1. ViT-B/16 refers to the base model
that uses a vision transformer with patch size 16 x 16 and embed-
ding size 768, while ViT-L/14 denotes the larger model that uses a
vision transformer with patch size 14 x 14 and embedding size 1024.
Furthermore, CLIP ViT-L/14 + T denotes our proposed method that
combines CLIP with a transformer, CLIP ViT-L/14 + TF denotes
our method that combines CLIP with TimeSformer, and X-CLIP
ViT-L/14 + MIT denotes our method that combines X-CLIP with its
multiframe integration transformer. We have bolded our proposed
methods, and drawn a line of separation in the table where the top
half is our baselines, and the bottom half is our proposed methods.
We have also bolded the best results from evaluation on each of our
datasets. We have additionally provided the last two columns to
demonstrate the average performance across all the datasets (includ-
ing FF++), and the generalization average performance (without
FF++).

To address the performance differences across datasets, we refer
back to our discussion in Section 4.1 for analysis, but further study
is needed. For FF++, the best performing method is X-CLIP ViT-L/14
+ MIT, at 99.54% AUC, while the second best performing method
is X-CLIP ViT-L/14 alone, at 99.50% AUC. We previously note that
X-CLIP is pretrained on YouTube videos, and the FF++ dataset
consists of original YouTube videos as well as deepfakes generated
from those original videos. It is possible that pretraining on similar
or possibly even overlapping data gives the X-CLIP models an
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Table 1: Video-Level AUC (%) from Cross-Dataset Evaluation

FF++ CDF-v1 CDF-v2 DFD FaceShifter DFDCP DFDC Avg Gen Avg
AltFreezing 96.69 89.21 80.57 70.71 81.45 63.46 64.50 78.08 74.98
TALL 97.62 80.97 86.37 87.19 66.64 78.11 74.44 81.62 78.95
CLIP ViT-B/16 99.30 75.98 83.71 86.50 63.07 84.27 79.68 81.79 78.87
CLIP ViT-L/14 99.39 89.43 90.89 92.33 80.94 88.44 81.85 89.04 87.32
X-CLIP ViT-L/14 99.50 83.73 87.43 96.19 89.69 89.63 82.96 89.88 88.27
CLIP ViT-L/14 + T 96.07 89.58 89.18 90.43 81.62 88.47 81.33 88.10 86.77
CLIP ViT-L/14 + TF 99.36 87.04 88.82 97.08 83.74 92.15 82.49 90.10 88.55
X-CLIP ViT-L/14 + MIT 99.54 88.25 87.90 95.88 90.35 87.84 84.50 90.61 89.12

advantage. However, TimeSformer is also pretrained on YouTube
videos, but our CLIP ViT-L/14 + TF method performs slightly worse
than CLIP ViT-L/14 alone. Therefore, it is also possible that it is one
of the model architecture components of X-CLIP itself that enable
it to perform well on this dataset, such as the patch embeddings or
the cross-frame communication transformer.

For CDF-v1, the best performing method is CLIP ViT-L/14 +
T, at 89.58% AUC, followed by CLIP ViT-L/14, at 89.43% AUC. It
is interesting that the generally higher performing methods with
TimeSformer and with X-CLIP perform worse here. A similar trend
occurs with CDF-v2, except the best performingmethod is CLIP ViT-
L/14, at 90.89% AUC, while the second best performing method is
now CLIP ViT-L/14 + T, at 89.18% AUC. Once again, the X-CLIP and
TimeSformer methods underperform. This can relate to how both
TimeSformer and X-CLIP are pretrained on YouTube videos, while
both CDF-v1 and CDF-v2 consist of original YouTube videos of
celebrities, as well as deepfakes generated from those videos using
a similar version of the DeepFakes generationmethod. TimeSformer
and X-CLIP could be ignoring certain features from these videos
that would hint at deepfake manipulation due to their pretrained
knowledge. On the other hand, it might be easier for the CLIP ViT-
L/14 models to pick up on their deepfake features, having only been
trained on image and text.

For DFD, the best performing method is CLIP ViT-L/14 + TF,
at 97.08% AUC, followed by X-CLIP ViT-L/14, at 96.19%, and then
X-CLIP ViT-L/14 + MIT at 95.88%. We previously note that DFD
differs from the previous datasets, as it consists of staged videos
using paid actors, rather than original YouTube videos from the
wild. The deepfake generation methods are also not publicly stated.
It can be argued here that the models’ pretrained knowledge of
video is generalizable to the staged videos in DFD, allowing for
a significant performance boost over the fourth best performing
method, CLIP ViT-L/14 alone, at 92.33%.

For FaceShifter, the best performing method is X-CLIP ViT-L/14
+ MIT, at 90.35% AUC, followed by X-CLIP ViT-L/14, at 89.69%. As
discussed before, FaceShifter aims to create higher quality deepfakes
using a two stage synthesis process that preserves lighting and
resolution of the target image, and identifies facial occlusions for
refinement. Given the much lower performance of the third best
performing method, CLIP ViT-L/14 + TF, at 83.74%, we suspect
that the model architecture components of X-CLIP, such as the
patch embeddings or the cross-frame communication transformer,
somehow offer an advantage in detecting these deepfakes.

For DFDCP, the best performing method is CLIP ViT-L/14 + TF,
at 92.15% AUC, followed by X-CLIP ViT-L/14, at 89.63%. We refer
back to our discussion on DFDCP, specifically that it consists of
staged videos, and deepfakes generated from those videos using
two face-swapping methods, method A and method B, whose real
identities are not publicly known. It can be argued here that the
divided space-time attention particular to TimeSformer, rather than
just temporal pooling, is offering a significant advantage in terms
of detecting the deepfakes by the two unknown methods.

For DFDC, on the other hand, the best performing method is X-
CLIP ViT-L/14 + MIT, at 84.50% AUC, followed by X-CLIP ViT-L/14,
at 82.96%, and then CLIP ViT-L/14 + TF, at 82.49%. As discussed
previously, the majority of DFDC consists of deepfakes generated
using the DeepFakes generation method, also called Deepfake Au-
toencoder (DFAE). Similar versions of the same method are also
applied in CDF-v1 and CDF-v2. Indeed, we see that in all three of
these datasets, X-CLIP ViT-L/14 + MIT outperforms X-CLIP ViT-
L/14 alone, from anywhere between 0.47% to 4.52%, which suggests
that the multiframe integration transformer, by averaging informa-
tion across each video, gives an advantage in detecting autoencoder
generated deepfakes.We also see a slight advantage from pretrained
knowledge of video, in the TimeSformer and X-CLIP methods, for
detecting deepfakes in this dataset.

Overall, our work provides key insights into the benefits of us-
ing pretrained models with built-in temporal knowledge of videos,
namely, TimeSformer and X-CLIP, to augment the spatial capabili-
ties of CLIP models for deepfake detection. Specifically, our CLIP
ViT-L/14 + TF and X-CLIP ViT-L/14 + MIT methods beat our best
baseline of X-CLIP ViT-L/14 in overall AUC performance. This also
demonstrates the benefit of the multiframe integration transformer
in allowing for more stable predictions. When testing on sample
videos, all three methods output fake probabilities above 90% for
deepfake videos, although our best baseline outputs slightly higher
confidence scores. This, however, may indicate our best baseline’s
greater tendency to predict fake, as we also observe that our best
two performing methods are less prone to false positives. For a
sample real video, our best performing methods give it a 0.84% to
9.3% chance of being fake, while our best performing baseline gives
it a 51.83% chance of being fake. These observations align with
our results in Table 1, as our own methods have higher video-level
AUC, which means that they are better able to separate between
the fake and real video classes, although further study is needed
for confirmation.
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A Supplementary Details
A.1 Technologies and Environment Setup
We integrate our three deepfake detection methods into the Deep-
fakeBench repository [26]. This is a benchmark that provides stan-
dardized code for training and evaluating deepfake detection mod-
els, such as helper functions, loss functions, training and testing
code. It also comes with many baseline and state-of-the-art deep-
fake detection methods already implemented, and preprocessed
deepfake video datasets, allowing for fair comparison of methods.

To set up the environment, we clone the DeepfakeBench reposi-
tory and follow its README file. This includes creating an environ-
ment for Python 3.7.2, and running the provided install script, which
among other packages installs the CUDA 11.3 build of Torch 1.12.0
and associated Torchvision and Torchaudio. We also download the
preprocessed datasets provided by the benchmark, obtaining 32
extracted faces, masks, and landmarks for each video. The prepro-
cessed data consists of 256 x 256 images of faces obtained from
sampling 32 frames per video, detecting the face in each video
frame, aligning each face, and then cropping the margins around
each face. The last step is necessary so that the model can focus on
relevant facial features rather than overfit to the background details.
The benchmark provides both RGB and LMDB data, but due to geo-
graphical restrictions we are only able to obtain the RGB data, along
with their JSON configuration files. We arrange the datasets and
JSON files according to the benchmark’s instructions, running the
rearrangement script to synchronize data loading across datasets.
Finally, to train and evaluate each model, we followed the bench-
mark’s steps to run their provided scripts, specifying the YAML
configuration, datasets, and model weights, if any.

A.2 Baseline Implementation
DeepfakeBench provides the code for our baselines. The original
CLIP baseline uses ViT-B/16. We find that the larger ViT-L/14 vari-
ant performs significantly better. Each image is passed through
CLIP, and the features are then passed to a linear classifier with
1024 input dimensions, and 2 output dimensions. Softmax generates
probabilities for the final classification outcome. The CLIP baseline
is trained without using video-level data. Each data sample is a sin-
gle frame from a video, and each training batch shuffles individual
frames from different videos together. The AltFreezing and X-CLIP
baselines are trained using video clips of eight frames each, while
the TALL baseline is trained using video clips of four frames each.
Each sample is a clip of consecutive frames from the same video,
so each training batch shuffles different clips from different videos
together.

A.3 Hyperparameters
Baseline hyperparameters are as follows. For AltFreezing baseline,
we use train and test batch sizes of 32, sampling 32 frames per
video, and making clips of size 8 frames. We use the default data
augmentation and mean and std values from DeepfakeBench. We
use SGD optimizer with learning rate 0.2, momentum 0.9, and
weight decay 5e-4. To align with the original paper, we use a cosine
learning rate scheduler, with the minimum learning rate of 0 being

reached after 1000 epochs. We hence train for 1000 epochs, using
cross-entropy loss.

For TALL, we apply default DeepfakeBench settings for mask
grid size, embedding dimensions, MLP ratio, patch size, window size,
depths, number of heads, absolution position embedding, thumbnail
rows, drop rate, and drop path rate. We use train and test batch
sizes of 64, sampling 32 frames per video, creating clips of 4 frames.
We turn off data augmentation, and apply the mean values of 0.485,
0.456, 0.406, and the std values of 0.229, 0.224, 0.225 provided by
DeepfakeBench for normalization. We use Adam optimizer with
learning rate 2e-5, beta1 0.9, beta2 0.999, eps 1e-8, weight decay
5e-4, and train for 100 epochs using cross-entropy loss. We save
the best weights using video-level AUC instead of AUC.

For CLIP ViT-B/16 only, we use a train and test batch size of 32,
sampling 32 frames from each video, and creating clips of 8 frames.
We apply the default data augmentation from DeepfakeBench. We
use Adam optimizer, applying learning rate 2e-5, beta1 0.9, beta2
0.999, eps 1e-8, and weight decay of 1e-3, training for 10 epochs
with cross-entropy loss. For CLIP ViT-L/14 only, we use a training
batch size and test batch size of 16, using 32 frames from each video.
We create clip sizes of 8 from each video. We apply the HuggingFace
preprocessor for CLIP ViT-L/14 on each of the frames. We keep the
default data augmentation in DeepfakeBench for flip, rotation, blur,
brightness, and quality lower and upper bounds. We increase data
augmentation for the following: rotate limit to between -15 and
15, blur limit to between 5 and 9, brightness limit to between -0.15
and 0.15, contrast limit to between -0.15 and 0.15. We use the same
optimizer settings as for our CLIP ViT-B/16 only baseline, training
for 10 epochs, and using cross-entropy for the loss.

For X-CLIP only, we use a train and test batch size of 32, and as
before sample 32 frames per video, creating clip sizes of 8 frames.
Instead of using a HuggingFace preprocessor, we use the mean and
std values that DeepfakeBench provides for X-CLIP: for mean, the
values are 0.485, 0.456, 0.406, and for std, the values are 0.229, 0.224,
0.225. We turn off data augmentation, and apply Adam optimizer
with learning rate 2e-6, beta1 0.9, beta2 0.999, eps 1e-8, and weight
decay 5e-4. We train for 100 epochs, using cross-entropy loss.

Hyperparameters for our proposed methods are as follows. For
CLIP with transformer, we use the same settings as our CLIP ViT-
L/14 only baseline. For CLIP with TimeSformer, we use the same
batch sizes, frame number, clip sizes, and preprocessor as for CLIP
with transformer. We turn off data augmentation, and again apply
Adam optimizer, with same beta1, beta2, and eps as in CLIP with
transformer. However, we find that our best results are when we
fine-tune TimeSformer at a higher learning rate of 2e-5, and CLIP
at a lower learning rate of 2e-6. We apply a weight decay of 5e-4,
and train for 10 epochs, again using cross-entropy loss. For X-CLIP
with multiframe integration transformer, we use the same settings
as for our X-CLIP only baseline.

A.4 Hardware
We use Santa Clara University’s High-Performance Computing
Center [22] to run single-GPU training and evaluation with NVIDIA
Tesla V100, AMD Instinct MI100, and NVIDIA L40S GPUs.
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